Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

VPD File# 19-49074

Evidence of D/Cst 2707 POST

I, Detective/Constable (D/Cst) 2707 Michael POST, of the Vancouver Police Department — Digital
Forensics Unit (DFU), prepared the following report.

Examination Request

On 2020-03-26, | was assigned by DFU Sgt 1894 CHAN to complete a Digital Forensics Report on the
following exhibit in relation to an investigation conducted by the Domestic Violence & Criminal
Harassment Unit (DVACH).

Property Tag Number Description of Exhibit

1949074A-1 ’ Lexar 64 GB USB Flashdrive
In this report, | shall refer to this exhibit as Exhibit A-1.

Preparing the Final Report:

The initial data extraction of Exhibit A-1 was completed by SMC 1490 Nancy YINGLING (see her Triage
Report). The data was provided to investigator(s) who identified data relevant to their investigation.

Upon being assigned Exhibit A-1, | reviewed the extraction and confirmed with D/Cst 2671 Jen FONTANA
what data was required for the final report.

On 2020-05-05, | completed the Final Report based on the following identified data:

e Documents
e Images
e \ideos

Disposition of Exhibit:

| did not require the original exhibit and examined the original image obtained by SMC 1490 YINGLING.

Report Prepared by: Exhibit A-1 10f43
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Case Information

GO #: 2019-49074

Primary Digital Forensic Examiner

Name: D/Cst Michael Post
PIN: 2707
Unit: Digital Forensics Unit

Primary Investigator

Name: D/Cst Jennifer Fontana
PIN: 2671
Unit; DVACH

Item Description

Exhibit #: A-1
Exhibit Description: Lexar 64 GB Flashdrive
Property Tag #: 1949074A-1

Requested Tasks

See attached Warrant and VPD 1369.

Evidence Control
ltem Date & Time Released by Received by Location

Did not require access to exhibit.
Reviewed image of exhibit obtained by SMC 1490 YINGLING.
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Device Detalils

Device
Make: Lexar
Model: JDS57-64G-1000-103

(As per Triage Report)

Details of Drive

Partions: 1
File system: NTFS
Total capacity: 64,018,710,528 bytes = 59.6 GB

Acquisition Details

See Triage Report by SMC 1490 YINGLING

Report Prepared by: Exhibit A-1 3 0f 43
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Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
Filename Path Metadata
T [1999-00-17-V1 par V4 Size: 107829 bytes

MD5: 69DE98B220D1CB84E33C6691AE8F2963
Created: 2019-01-13 5:13:53 PM

Accessed: 2019-01-13 5:46:30 PM

Modified: 2016-04-12 9:51:32 AM

2 [1999-09-17-V1 pdf Size: 107829 bytes

MDS5: 69DE98B220D1CB84E33C6691AE8F2963
Created: 2019-01-13 5:17:56 PM

Accessed: 2019-01-13 5:17:56 PM

Modified: 2016-04-12 9:51:32 AM

3 [2000-03-17-V1 pdf Size: 60020 bytes

MD5: FFOFCC4C10EOF066D00F7C41DC32B584

Created: 2019-01-13 5:13:33 PM

Accessed: 2019-01-13 5:46:24 PM

Modified: 2016-03-21 6:49:30 PM

4 [2000-03-17-V1 pdf Size: 60020 bytes

MD5: FFOFCC4C10EOF066D00F7C41DC32B584

Created: 2019-01-13 5:17:32 PM

Accessed: 2019-01-13 5:47:00 PM

Modified: 2016-03-21 6:49:30 PM

5 |2004-01-17-V1 .pdf Size: 37963704 bytes

MD5: 136CFA5488049ED1486056DA13B76A9D
Created: 2019-01-13 5:13:53 PM

Accessed: 2019-01-13 5:46:30 PM

Modified: 2016-04-27 11:36:34 AM

6 |2004-01-17-V1 .pdf Size: 37963704 bytes

MD5: 136CFA5488049ED1486056DA13B76A9D
Created: 2019-01-13 5:17:56 PM

Accessed: 2019-01-13 5:47:05 PM

‘Modified: 2016-04-27 11:36:34 AM

Report Prepared by: Exhibit A-1 4 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
Filename Path Metadata
7 [2004-01-23-V1 pdf  [VL Size: 36252721 bytes

MD5: 9A3A5E33AF6623AA0E2F2D5743FD7745
Created: 2019-01-13 5:13:55 PM

Accessed: 2019-01-13 5:46:31 PM

| Modified: 2016-04-27 11:37:50 AM

8 [2004-01-23-V1 .pdf Size: 36252721 bytes

MD5: 9A3A5E33AF6623AA0E2F2D5743FD7745
Created: 2019-01-13 5:17:58 PM

Accessed: 2019-01-13 5:47:07 PM

| Modified: 2016-04-27 11:37:50 AM

9 |2005-09-12-V1 .pdf Size: 13896 bytes

MD5: 6DB998F91A624CFF3C8F371B40C1F247
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

| Modified: 2016-03-10 7:54:00 AM

10 [2005-09-12-V1 pdf Size: 13896 bytes

MD5: 6DB998F91A624CFF3C8F371B40C1F247
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

| Modified: 2016-03-10 7:54:00 AM

11 {2005-11-30-V1 pdf Size: 45555 bytes

MD5: DD7A83361630768AA43066833B88792C
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:13:57 PM

| Modified: 2016-03-10 7:56:40 AM

12 [2005-11-30-V1 _pdf Size: 45555 bytes

MD5: DD7A83361630768AA43066833B88792C
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

Modified: 2016-03-10 7:56:40 AM

Report Prepared by: Exhibit A-1 5 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
13 [2011-09-16-V1 pdf V1 Size: 5652928 bytes

MD5: 6D97E9BB3A4E9F6D4A28AB483B5C6296
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

| Modified: 2016-04-27 11:27:06 AM

14 |2011-09-16-V1 .pdf Size: 5652928 bytes

MD5: 6D97E9SBB3A4E9F6D4A28AB483B5C6296
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

| Modified: 2016-04-27 11:27:06 AM

15 |2011-09-27-V1 .pdf Size: 151440 bytes

MD5: 5429858F1CCFFAF96EE4BD60B6DADSF7
Created: 2019-01-13 5:13:33 PM

Accessed: 2019-01-13 5:46:24 PM

| Modified: 2015-04-12 3:16:00 PM

16 |2011-09-27-V1 .pdf Size: 151440 bytes

MD5: 5429858F1CCFFAF96EE4BD60B6DADSF7
Created: 2019-01-13 5:17:32 PM

Accessed: 2019-01-13 5:17:32 PM

Modified: 2015-04-12 3:16:00 PM

17 12011-09-27-mugshot.pdf Size: 84933 bytes

MD5: B12E19D452CFBFBCAD4490082F410B6A
Created: 2019-01-13 5:13:34 PM

Accessed: 2019-01-13 5:13:34 PM

Modified: 2015-04-12 3:16:00 PM

18 |2011-09-27-mugshot.pdf Size: 84933 bytes

MD5: B12E19D452CFBFBCAD4490082F410B6A
Created: 2019-01-13 5:17:32 PM

Accessed: 2019-01-13 5:17:32 PM

Modified: 2015-04-12 3:16:00 PM

Report Prepared by: Exhibit A-1 6 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
19 [2011-09-27-V1 pdf  [VI Size: 2207450 bytes

MD5: D04415E800A6BECB5054843E928D8F8E
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

i Modified: 2016-04-27 11:38:16 AM

20 |2011-09-27-V1 .pdf Size: 2207450 bytes

MD5: D04415E800A6BECB5054843E928D8FSE
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

i Modified: 2016-04-27 11:38:16 AM

21 |2011-11-01-V1 .pdf Size: 165902 bytes

MD5: 2E35B987DAD47202B3868B8CE35DF812
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:13:57 PM

| Modified: 2015-04-12 3:43:34 PM

22 (2011-11-01-V1 pdf Size: 165902 bytes

MD5: 2E35B987DAD47202B3868B8CE35DF812
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:18:00 PM

| Modified: 2015-04-12 3:43:34 PM

23 |2011-11-15-V1 .pdf Size: 641086 bytes

MD5: C140474E01D45DE3197892A63E750066
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

i Modified: 2016-04-27 11:38:48 AM

24 12011-11-15-V1 .pdf Size: 641086 bytes

MD5: C140474E01D45DE3197892A63E750066
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

Modified: 2016-04-27 11:38:48 AM

Report Prepared by: Exhibit A-1 7 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
25 [2011-12-13-V1 pdf | VL Size: 386803 bytes

MD5: 089698DA2B2C44A23FCEEC74AD910DE4
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

i Modified: 2016-05-02 3:56:38 PM

26 |2011-12-13-V1 .pdf Size: 386803 bytes

MD5: 089698DA2B2C44A23FCEEC74AD910DE4
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

_ Modified: 2016-05-02 3:56:38 PM

27 |2012-09-26-V1 .pdf Size: 19250390 bytes

MD5: A63DF25A79ECD9IB79166799353AC5E9B
Created: 2019-01-13 5:13:57 PM

Accessed: 2019-01-13 5:46:32 PM

i Modified: 2015-12-19 1:29:26 PM

28 [2012-09-26-V1 pdf Size: 19250390 bytes

MD5: A63DF25A79ECD9IB79166799353ACSE9B
Created: 2019-01-13 5:18:00 PM

Accessed: 2019-01-13 5:47:08 PM

i Modified: 2015-12-19 1:29:26 PM

29 [2013-08-23V1 pdf Size: 20927233 bytes

MD5: 7C24F178E1EB415F1AA38245F1FACTAS
Created: 2019-01-13 5:13:58 PM

Accessed: 2019-01-13 5:46:33 PM

i Modified: 2016-04-27 11:39:18 AM

30 (2013-08-23-V1 .pdf Size: 20927233 bytes

MD5: 7C24F178E1EB415F1AA38245F1FACTAS
Created: 2019-01-13 5:18:01 PM

Accessed: 2019-01-13 5:47:09 PM

Modified: 2016-04-27 11:39:18 AM

Report Prepared by: Exhibit A-1 8 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
31 [2013-08-24-V1 pdf V1 Size: 999899 bytes

MD5: A9667D4EF373FE85DC17CDBBA3BFDC36
Created: 2019-01-13 5:13:59 PM

Accessed: 2019-01-13 5:46:33 PM

Modified: 2016-04-27 11:39:36 AM

32 (2013-08-24-V1 .pdf Size: 999899 bytes

MD5: A9667D4EF373FE85DC17CDBBA3BFDC36
Created: 2019-01-13 5:18:02 PM

Accessed: 2019-01-13 5:47:10 PM

Modified: 2016-04-27 11:39:36 AM

33 |2013-08-24-V1 .pdf Size: 1780071 bytes

MD5: 062BAEA4C1A0616CA2BCCA40F525CA8A
Created: 2019-01-13 5:13:59 PM

Accessed: 2019-01-13 5:46:34 PM

Modified: 2016-04-27 11:40:00 AM

34 12013-08-24-V1 .pdf Size: 1780071 bytes

MD5: 062BAEA4C1A0616CA2BCCA40F525CASA
Created: 2019-01-13 5:18:02 PM

Accessed: 2019-01-13 5:47:10 PM

Modified: 2016-04-27 11:40:00 AM

35 |2014-04-18-V1 Size: 71542 bytes

harassment_complaint.pdf MD5: 2995C2404186494B1252B23DE79A4348
Created: 2019-01-13 5:13:59 PM

Accessed: 2019-01-13 5:13:59 PM

Modified: 2016-03-30 3:35:58 PM

Report Prepared by: Exhibit A-1 90of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
36 [2014-04-18-V1 V1 Size: 71542 bytes
harassment_complaint.pdf MD5: 2995C2404186494B1252B23DE79A4348

Created: 2019-01-13 5:18:02 PM

Accessed: 2019-01-13 5:47:10 PM

Modified: 2016-03-30 3:35:58 PM

37 |12015-06-30-RCMP-2015-29196.pdf Size: 3382793 bytes

MD5: E6D6398E89EA3D3BCE615F86B891A95B
Created: 2019-01-13 5:13:59 PM

Accessed: 2019-01-13 5:46:34 PM

Modified: 2016-03-20 5:33:36 PM

38 |2015-06-30-RCMP-2015-29196.pdf Size: 3382793 bytes

MD5: E6D6398E89EA3D3BCE615F86B891A95B
Created: 2019-01-13 5:18:02 PM

Accessed: 2019-01-13 5:47:10 PM

Modified: 2016-03-20 5:33:36 PM

39 [2015-07-23-C-Order_of Protection.pdf Size: 1942833 bytes

MD5: 56F7135EAB43DD67C43842B60D2D2A16
Created: 2019-01-13 5:13:45 PM

Accessed: 2019-01-13 5:46:28 PM

Modified: 2016-04-04 7:10:32 PM

40 [2015-07-23-C-Order_of_Protection.pdf Size: 1942833 bytes

MD5: 48E00708798151B0OACB55397F90FD13F
Created: 2019-01-13 5:17:52 PM

Accessed: 2019-01-13 5:47:03 PM

Modified: 2016-04-04 7:10:32 PM

41 (2016-25379 RTCC v1 - 2016-09-07.pdf Size: 41518299 bytes

MD5: 0678EAE3B2B13171FFFD42F76B8EA026
Created: 2019-01-13 5:11:38 PM

Accessed: 2019-01-13 5:46:11 PM

|Modified: 2016-09-20 8:28:15 AM

Report Prepared by: Exhibit A-1 10 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
42 [2016-25379 RTCC v2 - 2016-11-15.pdf V1 Size: 55131155 bytes

MD5: 2A7641283EFDED99325EBA85968B289C
Created: 2019-01-13 5:11:40 PM

Accessed: 2019-01-13 5:46:12 PM

Modified: 2017-04-19 10:40:00 AM

43 [2016-25379 RTCC v3 - 2017-03-15.pdf Size: 54648955 bytes

MD5: 9692275D6090A54EFE5C85A450D9188C
Created: 2019-01-13 5:11:46 PM

Accessed: 2019-01-13 5:46:13 PM

Modified: 2017-03-23 10:40:39 AM

44 (2016-25379 RTCC v4 - 2017-04-10.pdf Size: 88259110 bytes

MD5: 4FE4FAOB179A7890029EBACAOCCFOC1F
Created: 2019-01-13 5:11:49 PM

Accessed: 2019-01-13 5:46:15 PM

Modified: 2017-05-11 3:01:36 PM

45 [tr-2017-06-14-excerpts.pdf Size: 720466 bytes

MD5: 17F86B2B263CFFFF947F427A69FAAQES
Created: 2019-01-28 9:36:22 PM

Accessed: 2019-01-29 9:41:00 AM

Modified: 2019-01-28 9:27:01 PM

46 [tr-2017-06-15-excerpts.pdf Size: 552078 bytes

MD5: OFC2C77DA3D3DDAB74B41B56BEB714EA
Created: 2019-01-28 9:36:22 PM

Accessed: 2019-01-29 9:41:00 AM

Modified: 2019-01-28 9:27:09 PM

47 |victim impact statement.pdf Size: 4447617 bytes

MD5: E0627B15B8319B8A41C4B35E25167CCF
Created: 2019-01-31 1:28:14 PM

Accessed: 2019-01-31 1:47:11 PM

Modified: 2019-01-31 1:28:14 PM

Report Prepared by: Exhibit A-1 11 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Documents
# Filename Path Metadata
48 |Carved 1 V1 Size: 2061015 bytes

MD5: 583B9120F9EE5B7B79BB654FEQFB79BB
Created: n/a

Accessed: n/a

Modified: n/a

49 |Carved 2 Size: 4412195 bytes

MD5: 4B12802982AFA44B1EA71785C5F9FA4B
Created: n/a

Accessed: n/a

Modified: n/a

50 [Carved 3 Size: 561442 bytes

MD5: D227CF5DDBB94965DB9A831C35C1087E
Created: n/a

Accessed: n/a

Modified: n/a

51 |Carved 4 Size: 809022 bytes

MD5: 56289627D7C2BA195E063F5B03DEFEA2
Created: n/a

Accessed: n/a

Modified: n/a

- END -

Report Prepared by: Exhibit A-1 12 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Images
# Image File Name Path Metadata
1 1 Vi Size: 59042 bytes

MD5: ec72816218e79e7f5067680944cabcdd
Created: 2019-01-13 5:14:43 PM

Accessed: 2019-01-13 5:14:43 PM

Modified: 2016-03-25 7:20:38 PM

2 Size: 11166 bytes

MD5: 3749f3c7bd12b808069e827f84346110
Created: 2019-01-13 5:14:43 PM

Accessed: 2019-01-13 5:14:43 PM

Modified: 2016-03-25 7:20:26 PM

314867_268765029 Size: 14503 bytes

808985_1878937_n MD5: 916e148cabb2297645e8f77af19b0b8f
Jjpg Created: 2019-01-13 5:13:25 PM

Accessed: 2019-01-13 5:13:25 PM
Modified: 2016-03-28 4:44:56 PM

Size: 35556 bytes

MD5: 1a85ff1ecb0707753a922cbela5d4644
Created: 2019-01-13 5:13:25 PM

Accessed: 2019-01-13 5:13:25 PM

Modified: 2016-03-28 5:20:38 PM

Size: 6940 bytes

MD5: 27264a01bd32582a1d8cc616403546fb
Created: 2019-01-13 5:18:49 PM

Accessed: 2019-01-13 5:47:25 PM

Modified: 2016-03-05 8:51:40 PM

Report Prepared by: Exhibit A-1 13 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

# Image File Name Path Metadata

6 - david_goldfarb.jpg vi Size: 12696 bytes

- MD5: 6476bf54b38c8e4al9eb512fa3a961fe
Created: 2019-01-13 5:17:56 PM
Accessed: 2019-01-13 5:47:05 PM
Modified: 2016-04-26 1:29:40 PM

fb_0002.jpg Size: 556044 bytes

MD5: 0a456f0dbddc03a3c1f792c2e6ffde8b
Created: 2019-01-13 5:14:43 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-28 4:45:02 PM

fb_0002-thumb.jpg Size: 10085 bytes

MD5: 4880c3bad104f48cfdc6e98efal618db
Created: 2019-01-13 5:14:43 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-29 10:11:08 PM

fb_0006.jpg Size: 141377 bytes
5] MD5: 9826eb0bcd70f3d7715¢cfdd67772d563
Created: 2019-01-13 5:14:44 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-28 4:45:02 PM

10 fb_0006-thumb.jpg Size: 10024 bytes

MD5: a9af0a75a897ec0b5757dcda8bb5ad28
Created: 2019-01-13 5:14:43 PM

Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-29 10:14:32 PM

Report Prepared by: Exhibit A-1 14 of 43
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2020-05-05

Vancouver Police Department
Digital Forensics Unit

19-49074

Images

Path

# Image File Name

i ——
12 fb_0008-thumb.jpg
13 ¥tb_0010.jpg
14 fb_0010-thumb.jpg
15 fb_0012.jpg

V1

Metadata

Size: 411403 bytes

MD5: 6ef7dffdd37333ff0bd572a2969510f0
Created: 2019-01-13 5:14:44 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-28 4:45:02 PM

Size: 9590 bytes

MD5: cb6658658fbf74ffca5da309b4939353
Created: 2019-01-13 5:14:44 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-29 10:15:16 PM

Size: 707251 bytes

MD5: aee4fc59306f5b87d63dcfof33d3ebf3
Created: 2019-01-13 5:14:44 PM
Accessed: 2019-01-13 5:46:48 PM
Modified: 2016-03-28 4:45:02 PM

Size: 10311 bytes

MD5: 44184b9a8c7c260978al62acef2cca7c
Created: 2019-01-13 5:14:44 PM

Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-29 10:16:14 PM

Size: 73377 bytes

MD5: d067546643581784e5ebbfella74e7f4
Created: 2019-01-13 5:14:44 PM

Accessed: 2019-01-13 5:14:44 PM

Modified: 2016-03-28 4:45:02 PM

Report Prepared by:
D/Cst 2707 POST

Exhibit A-1
(USB Flash Drive | PO# 1949074A-1)

150f 43




Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Images
# Image File Name Path Metadata

16 “|fb_0012-thumb.jpg |V1 Size: 8805 bytes

| MD5: a4f8489fccdad12ed8753d0363d28e34
Created: 2019-01-13 5:14:44 PM
Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-29 10:18:12 PM

17 1lfb_0015-thumb.jpg Size: 11486 bytes

MD5: 1b4fd3a43edc9bac6989b6e164248ef8
Created: 2019-01-13 5:18:50 PM

Accessed: 2019-01-13 5:18:50 PM

Modified: 2016-03-29 10:19:32 PM

18 fb_0020.jpg Size: 738750 bytes

MD5: de5dd8eb46d7765f8e91b6ff1bef2a0f
Created: 2019-01-13 5:14:45 PM
Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-28 4:45:02 PM

19 Size: 8887 bytes

MD5: 227aad90f66065451c76ed5a09eledld
Created: 2019-01-13 5:14:44 PM

Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-29 10:22:34 PM

20 fb_0021.jpg Size: 745207 bytes

MD5: f55706bc5bcea21f6b56e6ele760f228
Created: 2019-01-13 5:14:45 PM
Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-28 4:45:02 PM

Report Prepared by: Exhibit A-1 16 of 43
D/Cst 2707 POST (USB Flash Drive | PO# 1949074A-1)



Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

#
21

File Name Path Metadata

fo_0021-thumb.jpg V1 Size: 10584 bytes

MD5: 6836745b24a5e2458e2e5ecf0dd88c5f
Created: 2019-01-13 5:14:45 PM

Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-29 10:23:00 PM

22 fb_0022.jpg Size: 760090 bytes

MD5: 1f897bb6346ea038ch78e62celc84e83
Created: 2019-01-13 5:14:45 PM

Accessed: 2019-01-13 5:46:48 PM

Modified: 2016-03-28 4:45:02 PM

23 fb_0031.jpg Size: 97781 bytes

' MD5: 6c9aa31b575dc62bc025b8aac8be295f
Created: 2019-01-13 5:14:45 PM

Accessed: 2019-01-13 5:14:45 PM

Modified: 2016-03-28 4:45:02 PM

24 il fo_0031-thumb.jpg Size: 10628 bytes

MD5: 01959bdd3b2a33156f825941a2d874b1
Created: 2019-01-13 5:14:45 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 10:33:24 PM

25 fb_0035.jpg Size: 78827 bytes

MD5: f429bd45cf13f46f8651d5ef8596b3e2
Created: 2019-01-13 5:14:46 PM
Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

Report Prepared by: Exhibit A-1 17 of 43
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Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Images

# Image File Name Path Metadata

27

fb_0063-thumb.jpg

28

fb_0064.jpg

29

YIfb_0064-thumb.jpg

30

fb_0067.jpg

(88l tb_0063.jpg V1 Size: 112482 bytes

MD5: c4dc268de8ch946ebf014543b0898e75
Created: 2019-01-13 5:14:47 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

Size: 12178 bytes

MD5: 2827bc3d386df43938717babb983792a
Created: 2019-01-13 5:14:47 PM

Accessed: 2019-01-13 5:14:47 PM

Modified: 2016-03-29 10:52:30 PM

Size: 148667 bytes

MD5: 37da863f7da8d659d0524543f7728e0f
Created: 2019-01-13 5:14:47 PM

Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-28 4:45:02 PM

Size: 7975 bytes

MD5: 72b72¢c10e57a84612cc6d271fa42a8c5
Created: 2019-01-13 5:14:47 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 10:52:54 PM

Size: 97684 bytes

MD5: f6326e3c055dac92f30cd168f01al764
Created: 2019-01-13 5:14:47 PM
Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-28 4:45:02 PM

Report Prepared by:
D/Cst 2707 POST
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2020-05-05

Vancouver Police Department
Digital Forensics Unit

19-49074

Images

Path

# Image File Name

31 5 fb_0067-thumb.jpg
30 fb_0079.jpg

33 fb_0079-thumb.jpg
34 fb_0080.jpg

35 fb_0082-thumb.jpg

i

V1

Metadata

Size: 7396 bytes

MD5: 5bd2f774787f1beffa0593863e4hb8ceb
Created: 2019-01-13 5:14:47 PM
Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-29 10:54:14 PM

Size: 78295 bytes

MD5: df060ee6e26d80e808e3ael62de7c710
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:14:48 PM

Modified: 2016-03-28 4:45:02 PM

Size: 9552 bytes

MD5: 17d87898b597bd347424b21e22ea90fd
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 10:59:28 PM

Size: 72301 bytes

MD5: 54d2b7¢c86b6ee052¢c903b2251564dbd3
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

Size: 12573 bytes

MD5: 37ae42ff360f87ec95b48ch7a72c74ac
Created: 2019-01-13 5:14:48 PM
Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-29 11:00:42 PM
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

File Name Path Metadata

36

fb_0085-thumb.jpg

V1

37

38

_|fb_0086-thumb.jpg

fb_0087.jpg

39

fb_0095.jpg

40

fb_0097-thumb.jpg

Size: 8834 bytes

MD5: 95e4171fab7de08574500c6a4f23c9dd
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:01:52 PM

Size: 10384 bytes

MD5: 3469245c6aaeeala02357bfa92f31b04
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:02:14 PM

Size: 102750 bytes

MD5: d6eOef50a4b6e9e4ab4469d31c131661
Created: 2019-01-13 5:14:48 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

Size: 76643 bytes

MD5: c75ca4b2370c8b17e80fb9aaeb09e8af
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:14:49 PM

Modified: 2016-03-28 4:45:02 PM

Size: 9702 bytes

MD5: d4e384693b358229ec87ae83b70a025hb
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:07:56 PM

Report Prepared by:
D/Cst 2707 POST
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File Name

Path

Vancouver Police Department
Digital Forensics Unit

Images

19-49074

Metadata

41

42

fb_0098.jpg

fb_0098-thumb.jpg

43

fb_0099.jpg

44

45

fb_0099-thumb.jpg

46

Ml fb_0100-thumb.jpg

fb_0102-thumb.jpg

V1

Size: 72422 bytes

MD5: a7b915a8b11674c6e915a9cdde7f9c89
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

AMadifind: 2018 N2 20 A-AE-ND DAA

Size: 7645 bytes

MD5: dfObd5d82dbebccdf17a583a4e1e3098
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:08:26 PM

Size: 80924 bytes

MD5: 4dbe36ca6785ae151c5b10300f0063ca
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

Size: 7857 bytes

MD5: b04fb1f7215a5e922ff6e69d4d3cda80
Created: 2019-01-13 5:14:49 PM
Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-29 11:08:50 PM

Size: 9318 bytes

MD5: ala57856672c0a9bb40ba36f5ceed943
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:09:12 PM

Size: 10045 bytes

MD5: 8f0ba08b0d3b9cc622b2d779164f1d6f
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-29 11:10:06 PM

Report Prepared by:
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

#
47

File Name Path Metadata

fb_0104-thumb.jpg [+ Size: 10020 bytes

MD5: 3cefd2aeb469ace00f651cdb17101f02
Created: 2019-01-13 5:14:49 PM
Accessed: 2019-01-13 5:46:49 PM
Modified: 2016-03-29 11:10:56 PM

48 fb_0107.jpg Size: 71334 bytes

MD5: d0c32dcf14d5e26ec04b91fa65d9d866
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

49 Size: 8974 bytes

MD5: 03734ff72259722588fb196b9%elealf4
Created: 2019-01-13 5:14:49 PM
Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:12:12 PM

50 fb_0109-thumb.jpg Size: 9474 bytes

MD5: 895dbd45a6¢7d466cc29954633cc0f84
Created: 2019-01-13 5:14:49 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:13:00 PM

51 ilfb_0111.jpg Size: 162074 bytes

MD5: 848697970e053c1f86¢c2fb0e6322c6ad
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

# File Name Path Metadata
52 (T .., 0112-thumb.jpg [V1 Size: 8518 bytes
. MD5: 49d2318375¢c5b48e3a05313bab945707
Created: 2019-01-13 5:14:50 PM
Accessed: 2019-01-13 5:14:50 PM
Modified: 2016-03-29 11:14:42 PM

53 4lfb_0113.jpg Size: 74322 bytes

' MD5: cca60ee80a8c8b0cd53ch1dc3ab93449
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

54 =|fb_0113-thumb.jpg Size: 8805 bytes

MD5: 23827d2d90f29770c101a404e5fbaf26
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:13:42 PM

55 fb_0114-thumb.jpg Size: 7439 bytes

MD5: 272ccfafcac8c5e9cb670827b67d5d02
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:15:14 PM

56 fb_0117.jpg Size: 64832 bytes

MD5: 2a3905a1705136a699b062342209¢c194
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

#
57

File Name Path Metadata

fb_0117-thumb.jpg vi Size: 6844 bytes

MD5: 83d7¢c25d7d74cb7e10e9d624e490d782
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:16:22 PM

58 fb_0119.jpg Size: 67849 bytes

MD5: 6aa95f0d5a877a704b4f68f5d3a0cdel
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-28 4:45:02 PM

59 fb_0119-thumb.jpg Size: 8376 bytes

MD5: c059aa8aeabae39a47b793ac2b216e86
Created: 2019-01-13 5:14:50 PM

Accessed: 2019-01-13 5:46:49 PM

Modified: 2016-03-29 11:28:42 PM

60 IMG_0001.jpg Size: 474055 bytes

MD5: 44304d784587a15fb481ebab9f481308
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-03 7:15:06 PM

61 IMG_0003.jpg Size: 494315 bytes

MD5: 0f1b47309bd4350e755a3467d3dal5e9
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-03 7:15:06 PM
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#

2020-05-05

Path

Vancouver Police Department
Digital Forensics Unit

Images

19-49074

Metadata

62

63

64

65

Image File Name

IMG_0003-
‘Ithumb.jpg

IMG_0004.jpg

IMG_0005.jpg

IMG_0005-
thumb.jpg

66

IMG_0007.jpg

V1

Size: 18484 bytes

MD5: ad1b7d95303a8chdfba29071bd9dd012
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:37:38 PM

Size: 495756 bytes

MD5: 60f66db4f6e4€98b02698977d6912930
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-03 7:15:06 PM

Size: 406876 bytes

MD5: 1a7586011171d7ad04cf3ae719ae6a60
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-03 7:15:06 PM

Size: 14602 bytes

MD5: 588a04a4b22eb577661df0c9d0b3711d
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:38:06 PM

Size: 436231 bytes

MD5: dbb2377ef4f7efd20637ea14298ea333
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM
Modified: 2015-08-03 7:15:06 PM
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2020-05-05

File Name

Path

67

IMG_0008-
thumb.jpg

68

IMG_0009.jpg

69

IMG_0009-
thumb.jpg

70

71

IMG_0011.jpg

IMG_0011-
Hithumb.jpg

V1

Vancouver Police Department
Digital Forensics Unit

Images

19-49074

Metadata

Size: 15874 bytes

MD5: 310¢c51201e9cbeea791f99beaf0b9a39
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:15:09 PM

Modified: 2016-03-05 5:40:12 PM

Size: 538623 bytes

MD5: 86b13c4fc89f0dcf669ad3b1343226¢ce
Created: 2019-01-13 5:15:09 PM
Accessed: 2019-01-13 5:46:50 PM
Modified: 2015-08-03 7:15:06 PM

Size: 16316 bytes

MD5: 26d330b50f13e3064392c2f0b23edaab
Created: 2019-01-13 5:15:09 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:40:44 PM

Size: 719609 bytes

MD5: 55a6¢052ad13190ae72aadb39eef644e
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-03 7:15:06 PM

Size: 18657 bytes

MD5: ad92fde09473cb9a4477904b01865061
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:41:46 PM

Report Prepared by:
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

# Image File Name Path Metadata

72 IMG_0013- Vi Size: 16269 bytes

thumb.jpg MD5: 32449a612e4b69b2674€848c917b4558
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:42:54 PM

73 IMG_0014.jpg Size: 447120 bytes

MD5: 1dbfOc6ade8bf414b86d71caa70elc56
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

74 IMG_0014- Size: 15638 bytes

1 thumb.jpg MD5: 7¢3f7489b7b3ble0cfda872354826e33
' Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:43:20 PM

75 IMG_0015.jpg Size: 496666 bytes

MD5: 70138d93c1f0d171al1dd70e0e929e6¢c5
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

76 IMG_0015- Size: 15973 bytes

thumb.jpg MD5: 607612805604f8636dc8701d49012b79
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:15:10 PM

Modified: 2016-03-05 5:43:48 PM
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

#
77

File Name Path Metadata

IMG_0016- Vi Size: 17815 bytes

thumb.jpg MD5: ¢924115d51716c5bdea331e874e4f233
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:44:20 PM

IMG_0017- Size: 17601 bytes
thumb.jpg MD5: d8645d11504f94646a7793d2cfa28161
Created: 2019-01-13 5:15:10 PM
Accessed: 2019-01-13 5:46:51 PM
Modified: 2016-03-05 5:44:48 PM

78

79 IMG_0018.jpg Size: 591857 bytes

MD5: da19613951358107f3bae7ba05c64d62
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

80 IMG_0019- Size: 17162 bytes

thumb.jpg MD5: 5eadf4aabaac6b8375eced3770f4bd7c
' Created: 2019-01-13 5:15:10 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:46:00 PM

‘{IMG_OOZO.jpg Size: 462727 bytes
MD5: 1a9¢d14074756368b156¢1d805405eb1
Created: 2019-01-13 5:15:10 PM
Accessed: 2019-01-13 5:46:51 PM
Modified: 2015-08-03 7:15:06 PM

81
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Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Images
# Image File Name Path Metadata

82 IMG_0020- V1 Size: 15224 bytes

thumb.jpg MD5: f3611a7644731b52ffeedc847911dfc9
Created: 2019-01-13 5:15:10 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:46:40 PM

83 IMG_0022.jpg Size: 500284 bytes

MD5: 313bbe646e1966098efcfa66316a5cfb
Created: 2019-01-13 5:15:10 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

84 IMG_0022- Size: 15916 bytes

thumb.jpg MD5: 4daf3bed764e4eed5be02456542be38e
Created: 2019-01-13 5:15:10 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:47:38 PM

85 IMG_0024.jpg Size: 498945 bytes

MD5: d9e9fefe05a2317cc51e9f6117d6a5f0
Created: 2019-01-13 5:15:11 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

86 AN IMG_0025- Size: 19955 bytes

MD5: 24d89385827848d9aa347f30472d2730
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:05:38 PM
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Vancouver Police Department

2020-05-05 Digital Forensics Unit 19-49074
Images
# Image File Name Path Metadata

IMG_0026.jpg vi Size: 505650 bytes

MD5: 6f5f96ceb28fadfcdfeb9da69a6536¢d
Created: 2019-01-13 5:15:11 PM
Accessed: 2019-01-13 5:46:51 PM
Modified: 2015-08-03 7:15:06 PM

87

88 IMG_0026- Size: 18103 bytes

thumb.jpg MD5: ed15a7dd119a167985b2ac1bd5688d17
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:52:04 PM

89 IMG_0028.jpg Size: 454299 bytes

MD5: 2d9c0cb6917476ea48172dd47967f6eb
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM

90 IMG_0029- Size: 17086 bytes

thumb.jpg MD5: 253951417ab71373b58b36850c7eedaa
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:54:10 PM

91 IMG_0030- Size: 17468 bytes

thumb.jpg MD5: f4e477507b7¢c13469deb0dda092aa68d
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:55:26 PM
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Vancouver Police Department
2020-05-05 Digital Forensics Unit 19-49074

Images

File Name Path Metadata

92 IMG_0031- vi Size: 17406 bytes

thumb.jpg MD5: 4d3b2ble4e5def9915fc98bal5445¢c73
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:55:58 PM

93 IMG_0032- Size: 17635 bytes

thumb.jpg MD5: 641fcfa39e83538bef8c4fh01d92c457
Created: 2019-01-13 5:15:11 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:56:30 PM

94 IMG_0035- Size: 17916 bytes

thumb.jpg MD5: 1¢1342a180¢55d628a12d70d10101ef0
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:58:10 PM

95 IMG_0036- Size: 17538 bytes

thumb.jpg MD5: 0b1020f1a75f4c488c154931ceal2594
Created: 2019-01-13 5:15:11 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 5:58:42 PM

96 IMG_0041.jpg Size: 456755 bytes

MD5: c1a05438a5e5fe0d8edb39e00e123631
Created: 2019-01-13 5:15:12 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2015-08-03 7:15:06 PM
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#

2020-05-05

Image

File Name

Path

Vancouver Police Department
Digital Forensics Unit

Images

19-49074

Metadata

97

98

IMG_0041-
thumb.jpg

V1

IMG_0042-
thumb.jpg

99

IMG_0045-

' [thumb.jpg

100 |

IMG_0050-
thumb.jpg

101

v
|

3

IMG_0051-
thumb.jpg

Size: 14596 bytes

MD5: 98b7339139186a023ch6a3a7feOebfe2
Created: 2019-01-13 5:15:12 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:00:32 PM

Size: 15716 bytes

MD5: ¢c2fddbd492fbc2f79409792b7a33db40
Created: 2019-01-13 5:15:12 PM
Accessed: 2019-01-13 5:46:51 PM
Modified: 2016-03-05 6:01:10 PM

Size: 17655 bytes

MD5: 084ecede544a09e6534347febda08a74
Created: 2019-01-13 5:15:12 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:02:20 PM

Size: 17799 bytes

MD5: b25578¢c9d90ba06187ad4e9937¢c2573a
Created: 2019-01-13 5:15:12 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:05:06 PM

Size: 18630 bytes

MD5: 41114¢c8424¢80339a62966f209c77 3ef
Created: 2019-01-13 5:15:12 PM

Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:12:10 PM
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Images

File Name Path Metadata

102 ¥ IMG_0054- V1 Size: 17004 bytes

thumb.jpg MD5: 0ac24333c0436f5dce96cb8f48a3ad95
Created: 2019-01-13 5:15:13 PM
Accessed: 2019-01-13 5:46:51 PM

Modified: 2016-03-05 6:07:48 PM

103 4 IMG_0087- Size: 17582 bytes

&|thumb.jpg MD5: bOcaed84471f99be48843a29e21b53ba
Created: 2019-01-13 5:14:54 PM

Accessed: 2019-01-13 5:14:54 PM

Modified: 2016-03-05 4:51:54 PM

104 N IMG_0111- Size: 20528 bytes

thumb.jpg MD5: 9560bf280595f76d4cae0025caa7c494
Created: 2019-01-13 5:14:55 PM

Accessed: 2019-01-13 5:14:55 PM

Modified: 2016-03-05 4:57:04 PM

105 [ [IMG_0176- Size: 13537 bytes

thumb.jpg MD5: 793d02dc90459365a3edfb1006c218e9
Created: 2019-01-13 5:14:57 PM

Accessed: 2019-01-13 5:14:57 PM

Modified: 2016-03-05 6:28:34 PM

106 MG _0223- Size: 19303 bytes

~|[thumb.jpg MD5: 076d3dfe00b9122feeb21ef21a6475f7
Created: 2019-01-13 5:14:58 PM
Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:00:10 PM

107 Size: 20543 bytes

MD5: 2bd28acbhf862cbh1b5ee2a932d9e89397
Created: 2019-01-13 5:14:59 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:03:46 PM
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Images

Path

# File Name

108 IMG_0262.jpg

109 IMG_0282.jpg

110 IMG_0282-
thumb.jpg

111 IMG_0304.jpg

Metadata

Size: 273524 bytes

MD5: ba9e7a44b57351f33a116002072f8fdd
Created: 2019-01-13 5:14:59 PM

Accessed: 2019-01-13 5:46:50 PM
Modified: 2015-08-02 8:12:58 PM

Size: 627264 bytes

MD5: 4f107c17f1ba5b2902334992c6beb78b
Created: 2019-01-13 5:15:00 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-02 8:12:58 PM

Size: 19722 bytes

MD5: e86d6670ch8dbcf18260b922a80de835
Created: 2019-01-13 5:15:00 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:17:32 PM

Size: 528784 bytes

MD5: aaa5b8f8ec48dac6282b7¢52b7b70361
Created: 2019-01-13 5:15:01 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-02 8:12:58 PM
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Images

#
112

File Name Path Metadata

B[IMG_0305.jpg V1 Size: 546514 bytes

MD5: 17f48d684f4715aee9b231a8dd032f07
Created: 2019-01-13 5:15:01 PM

Accessed: 2019-01-13 5:46:50 PM
Modified: 2015-08-02 8:12:58 PM

113 IMG_0305- Size: 18753 bytes

i[thumb.jpg MD5: ce2d5a04a08d19ead512fbala8e90770
Created: 2019-01-13 5:15:01 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:21:56 PM

114 IMG_0306.jpg Size: 248439 bytes

MD5: dad478a162debf5¢c9a393d8e15969eba
Created: 2019-01-13 5:15:01 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-02 8:12:56 PM

115 IMG_0316.jpg Size: 158791 bytes

MD5: 27952ff9e42856f26f73c96bdd173347
Created: 2019-01-13 5:15:02 PM
Accessed: 2019-01-13 5:46:50 PM

Modified: 2015-08-02 8:12:58 PM

116 IMG_0320- Size: 15923 bytes

x| thumb.jpg MD5: 2ceb43f1f739dc8c451d81e08ce59903
' Created: 2019-01-13 5:15:02 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-28 9:24:16 PM
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Images

#
117

File Name Path Metadata

W IMG_0325- V1 Size: 17207 bytes

MD5: bOcddbdc6f21471c0330ca653b4f9664
Created: 2019-01-13 5:15:02 PM

Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-28 8:42:38 PM

118 IMG_0387- Size: 15654 bytes

“[thumb.jpg MD5: efal48c864f877e3824aclcllee9bbbf
Created: 2019-01-13 5:15:04 PM
Accessed: 2019-01-13 5:46:50 PM

Modified: 2016-03-05 5:28:30 PM

119 | Desiree Capuano|page_header_name Size: 31488 bytes

.png MD5: de68527868129a08f875c235d6a4a402
Created: 2019-01-13 5:16:06 PM

Accessed: 2019-01-13 5:16:06 PM

Modified: 2015-08-01 7:25:54 PM

120 |, 12348132_9585361 Size: 4678 bytes

00850713 5741306 MD5: 81ddc476b5c4de30c21b6053498f60fa
.|10339972846 _n.jpg Created: 2019-01-13 5:17:15 PM

Accessed: 2019-01-13 5:46:58 PM

Modified: 2016/03/28 4:44:56 PM

121 B [IMG_0294.5de.dela Size: 522356 bytes

yed MD5: e8325b9fd73f2774fb5d7b49afdc08d0
Created: 2019/01/13 5:19:20 PM
Accessed: 2019/01/13 5:47:26/ PM
Modified: 2017/01/04 00:18:16/AM
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Images
# File Name Path Metadata
122 lmugshot- V1 Size: 223955 bytes

— marijuana_possessi MD5: b85a21590fcc9b95de2749bd10901443
e |on.44d.delayed Created: 2019/01/13 5:19:23 PM

Accessed: 2019/01/13 5:19:23PM

Modified: 2017/01/03 11:23:42PM

-END -
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2020-05-05 Digital Forensics Unit 19-49074
Videos
#  Preview File Name Path Metadata
1 2016-06-16 - FOX POTTS [V1 Size: 384795498

i Statement video.asf MD5: 7561aaf39f1577aaf422617f87c5f41c
A A& Created: 2019-01-13 5:05:16 PM
Accessed: 2019-01-13 5:43:01 PM
_ Modified: 2016-06-17 12:55:16 AM

- END -
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Examination Notes

2020-03-26 (14:36 36) Added by: Post, Mike - 2707
On 2020-03-26, | (D/Cst 2707 POST) was assigned this exhibit by Sgt 1894 CHAN.

2020-05-04 (13:34 58) Added by: Post, Mike - 2707
- Exhibit A-1 (PO#1949074A-1) - USB Flashdrive - Triage report completed by SMC 1490 YINGLING

- On 2020-04-16, confirmed with D/Cst FONTANA what data was required for the final report.
+ Documents, images, and a video.

- On 2020-05-04

- Review Axiom portable case & verified data by reviewing extraction with X-Ways (Ver.19.9)
- Details about Exhibit A-1 (USB Flash Drive)

+ Partitions: 1

+ File system: NTFS

+ Total capacity: 64,018,710,528 bytes = 59.6 GB

+ All user-data on this exhibit was non-existent (possibly deleted).

2020-05-04 (13:47 45) Added by: Post, Mike - 2707
Documents

- D/Cst FONTANA selected a number of documents (PDFs), some of which were duplicate records.

- Total of 51 records, 32 unique files (hash values).
- The 32 unique PDFs files to be included on report disc (include only files with unique hash values).

- All records were previously existing records.
- Most of the records tools were able to recover information about file name, path, MAC times.
- 4 files are carved (no filesystem metadata available)

- two paths for duplicate records
V1

- 122 images required

- as with documents, most images appeared to exist in two folder locations as mentioned above (I
have not include duplicate images in this section)

- note a number of "thumbnail" images were selected which have been included

- all images to be provided on report disc.

2020-05-04 (13:48 23) Added by: Post, Mike - 2707
Videos

- 1 video required
- To be provided on report disc.
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Examination Notes

Date/Time

- All MAC times provided for documents, images, and videos in this report are in Pacific Time
(PST/PDT).
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Definitions in part from: www.wikipedia.com

Term Definition

JPG Joint Photographic Experts Group (JPG or JPEG) is a common image
format used by digital cameras and cell phones as well as for storing
and transmitting photographic images on the internet.

.PNG Portable Network Graphics (PNG) is a graphics (picture) file format that
supports lossless data compression. PNG was designed for transferring
images on the internet.

Cache A component that stores data so future requests for that data can be
served faster; the data stored in a cache might be the result of an
earlier computation, or the duplicate of data stored elsewhere.

Exif Data Exchangeable image file format (Exif) is a standard that specifies the
formats for images, sound and metadata tags used by digital cameras
(including smartphones). The metadata tags can include date/time
information, camera make, model and settings, GPS data, a thumbnail
for previewing the picture, and other information.

Magnet Axiom This is a Canadian company which has developed a digital forensics
platform for acquisition, analysis of computers, cell phones and digital
devices. This software tool is used by law enforcement around the

world.

MD5 The MD5 algorithm is a widely used hash function providing a 128-bit
hash value. It can be used to ensure that a transferred file has arrived
intact.

Thumbnail Thumbnails are reduced size versions of image / video files and certain

document types; oftened stored in the Thumbnail Cache file. Its
purpose is to speed up folder load times and to reduce bandwidth and
download time.

UTC Coordinated Universal Time (UTC) is the primary time standard by
which the world regulates clocks and time. For most purposes, UTC is
synonymous with Greenwich Mean Time (GMT). Computer servers,
online services and other entities that rely on having a universally
accepted time use UTC as it is more specific than GMT. Time zones
around the world are expressed as positive or negative offsets from
UTC. UTC does not change with a change of seasons, but local time
may change if a time zone jurisdiction observes daylight saving time.
For example, local time on the west coast of Canada is eight hours
behind UTC (UTC -8) during winter (Pacific Standard Time (PST)), but
seven hours behind (UTC -7) while daylight saving is observed (Pacific
Daylight Time(PDT)). PST changes to PDT at 02:00 hrs local time on
the second Sunday in March (springs forward one hour), and returns to
PST on the first Sunday of November (falls back one hour).

X-Ways Forensics This is a German Company that makes software for Computer
Forensics, Data Recovery and IT Security. It is used by law
enforcement and the private sector around the world.
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VANCOUVER POLICE DEPARTMENT
TECHNOLOGICAL CRIME UNIT

EXHIBIT SUBMISSION FORM

All exhibits tagged for examination by the TCU must be recorded in the Property Office log book and have an exhibit bar code
label attached. Members must complete a VPD 1369 Exhibit Submission Form for EACH item to be examined and submit the
completed form directly to TCU or email to techcrime@vpd.ca (Do not attach to exhibit).

Until this completed form and attachments are received by TCU, the exhibit will NOT be processed.

GoNumber:  \4- 49034 Date / Time of Submission Jun&, 19 JO(
Incident Type: Y 2a( )\ of QC DM:OR
Submitting Member Sy FOA\TTAN A PIN QoI Teamunit VAN D Local B3

Lead Investigator [4] Same as Submitting Member  Name & PIN Local

PLEASE ARTICULATE WHAT YOUR LEGAL AUTHORITY IS TO SEARCH THIS EXHIBIT (COPY MUST BE ATTACHED)
B warrant  [] Consent Search  Other (Explain)

HAS THIS EXHIBIT BEEN PREVIOUSLY VIEWED AND / OR ACCESSED BY ANYONE? ‘EI NO [] YES
If yes, give reason why and by whom (attach separate page if required)

HAVE CHARGES BEEN LAID? IX] NO [] YES If yes, Court Date

PLEASE NOTE THAT THE ONUS IS ON THE INVESTIGATOR TO NOTIFY THE TCU AS SOON AS ANY COURT DATES
ARE SET IN ORDER TO PROVIDE THE FORENSIC EXAMINER SUFFICIENT TIME TO PREPARE THE FORENSICS
REPORT FOR DISCLOSURE '

DESCRIPTION OF EXHIBIT SUBMITTED FOR EXAMINATION po# |AHIOIUA -1,

VS B

DETAILS OF EXAMINATION REQUESTED (attach separate page if required)

SUSP TS/ OWNERS (NAME & DOBb\ASSWORD OR PIN CODES (attach separate page if required)

avie Fox 31\

REQUESTED DISPOSTION AFTER EXAMINATION — PROPERTY TAG MUST ACCOMPANY EACH EXHIBIT SUBMITTED
O Tag at F'roperty Office Sﬂ Return to Submitting Member D (Other Explain)

OR DIGITAL FORENSICS LAB USE ONL

Received By } \'f% y‘w, - Date —T U / ’1@ Time C-‘,j.jO
' Fro— /Zqém)tn '?-_‘E"GX” .

Notes
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15 - 0%

mam——

WARRANT TO SEARCH

CANADA: Province of British Columbia T ErE
[¥] Pursuant to Section 487 of the Criminal Code — Form 5 JU L% fU

[0 Pursuant to Section 21 of the Offence Act of British Columbia— Form 3

[0 Pursuant to Section 107 of the Environmental Management Act ~Clerk of the Court
[] To the Peace Officers in the Province of British Columbia

] To , an appointed or designated public officer

{Nas!'m of Public Officer) . R ¥
Whereas it appears on the eatkwaffirmation of _Constable Jennifer Fontana ,

Police Officer ™ of 3585 Graveley Street, Vancouver ,

[Decupation) {Address) Lo :
in the Province of British Columbia, that there are reasonable grounds for believing that an offence has been committed,

namely,
OFFENCE DATE PLACE DESCRIPTION SECTION / ACT
On or about March 12, 2019 Vancouver, BC Criminal Harassment 264(1) Criminal Code of Canada

On or about March 12, 2019 Vancouver, BC Failure to comply with Probation order 733.1(1) Criminal Code of Canada

and recovery of the following things, namely,

1) user account information
2) communication records to determine ownership, use and evidence of the named offences, including, but not limited o,

emails, email addresses, text messaging (including but not limited to SMS, Snapchat, WhatsApp, Facebook Messenger),
3) call logs

4) contact lists

5) video, audio and photographs ; :

6) electronic copies of legal documents uploaded to www.desicapuano.com

will afford evidence with respect to the commission of the above offence, and that the things or some part of them are in

Black Motorola cellphone, black Lenovo tablet, Lexar USB, Sandisk micro SD card, Nano SIM card

{Freméisas)

at __Special Investigation Section locker 26 at 3585 Graveley Street Vancouver
(Streat) {City or Municipality)

in the Province of British Columbia (the “premises”) amd yﬁ.caf'/ﬁfé,,

This is, therefore, to authorize and require you to enter the said premises between the hours of

K5 /7&’77 f; on_14-Jun-2019 Ci?@.d 600 ™ tozgron_21-Jun-2019

(Time)

Cale) [Time) / {Date]
and to search for the things and to bring them before me or some other dstice, or submit a report in wr(tingy"n
respect of anything seized. ’ ) ) /

Dated 14-Jun-19 at _Burnaby

Information to obtain the warrant to search is filed at:
Court Registry: _Vancouver
Address: 222 Main Street

PCR 002 03/2008

N~
7530853602 1-POLICE 2—PFIEM!A 3P I
iy
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